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Our	digital	traces	….	
•  We produce an unthinkable amount of data while 

running our daily activities.
•  How can we manage all these data? Can we get 

an added value from them?



Shopping	paBerns	&	lifestyle	

Desires,	opinions,	sen1ments	

Rela1onships	&	social	1es	

Movements	

Big	data	“proxies”	of	social	life	



SOCIAL COMMUNCATION & WEB 
ANALYSIS 







Big	Data	Analy3cs	&	Social	Mining	

The	main	tool	for	a		
	Data	Scien3st	to		
	measure,	
	understand,	
	and	possibly	predict		

human	behavior	



Nowcas3ng	epidemics	

Nature	457,	1012-1014	(2009)	



Mobility	Atlas	of	a	City	



GSM	Calls	

Profile	Map	

Temporal	Profile	

Es3ma3on	of	users	city	categories		
by	mobile	phone	data		



Big	Data	Analy3cs	&	Social	Mining	

The	main	tool	for	a		
	Data	Scien3st	to		
	measure,	
	understand,	
	and	possibly	predict		

human	behavior	



Data	Scien3st	needs	to	take	into	account	ethical	and	
legal	aspects	and	social	impact	of	data	science	



The	perils	of	big	data	&	data	science	

•  Not	only	“privacy”	–	(lack	of)	protec3on	of	personal	data	

•  Lack	of	transparency	on	use	of	data	

•  Huge	asymmetry	between	users’	and	company’s	informa1on	

•  Access	to	data,	even	own’s	personal	digital	traces	

•  Poten1al	discrimina3on	due	to	profiling	



Legisla3on	Knowledge	
•  The	data	scien1st		should	know	the	no3ons,	concepts	and	principles	of	the	

data	protec1on	legisla1on	
–  General	Data	Protec1on	Regula1on,	European	Data	Protec1on	

Direc1ve		
•  The	data	scien1st	should	know	the	responsibili3es	designed	by	the	laws	

–  Data	Controller,	Data	Processor	
•  The	data	scien1st	should	act	in	compliance	with	data	protec3on	law	

principles	
–  fair	and	lawful	processing,	purpose	limita1on,	privacy	by	design	and	by	

default	
–  	Processing	personal	data	only	on	a	legal	basis	(e.g.	consent,	research	

excep1ons	etc.)	
–  	Implement	appropriate	technical	and	organiza1onal		measures	to	

protect	the	data	and	guarantee	the	privacy	right	of	individuals	



Social	Mining	&	Big	Data	Analy1cs	

How	to	address	these	issues?		



SoBigData	Data	Strategies	
•  Strategies	for	suppor1ng	actors	(Data	
Scien1sts)	in	SoBigData	RI	
– Online	Training	Material	&	Compliance	
Self-assessment	

– Tool	for	the	privacy	risk	assessment	



-	On-line	Training	Material	
-	Self	Assessment	



Welcome	on	the	On-line	Training	Material	
and	Self	Assessment	
Here	you	can	find	some	basic	no1on	about	legal	and	
ethical	implica1on	on	the	use	of	data	and	methods	
available	in	the	SoBigData	Research	Infrastructure.	
If	you	want	to	start	(it	will	be	necessary	about	15	min	to	
complete	this	educa1onal	path),	click	here	
	
	
	
	
If	you	think	you	already	are	enough	confident	and	aware	
about	this,	you	can	directly	go	to	the	ques1onaire	

START!	

Go	to	the	test	



At	SoBigData,	we	aim	to	promote	ethical	big	data	research.	
Big	data	research	is	ethical	when	it	a`empts	to	maximise	the	
societal	benefits	of	research,	while	minimising	the	harms.	
This	means:	
-  being	clear	about	the	research	purpose,		
-  gaining	data	subjects’	consent,		
-  being	transparent	about	how	data	is	being	processed	
-  minimising	poten1ally	sensi1ve	personal	data.		
We	strive	to	create	an	environment	in	which	researchers	
develop,	share	and	improve	methodologies	for	ethical	big	
data	research.	Our	research	infrastructure	partners	you	with	
researchers	dealing	with	the	same	problems	and	allows	you	
to	share	methodologies	compliant	with	legal	requirements.		
	

Ethical	Big	Data	Research	

View	supplementary	
material	



Data	Protec1on	Law	in	the	EU 
At	present,	the	centerpiece	of	the	European	data	
protec1on	legisla1on	is	the	Data	Protec1on	Direc1ve	
(DPD)	and	implemen1ng	na1onal	laws.	From	25	May	
2018	a	new	legal	instrument	-	the	General	Data	
Protec1on	Regula1on	(GDPR)	–	will	be	directly	
applicable	in	all	Member	States.	 
	
	
	

Personal	data	are	“any	informa1on	rela1ng	to	an	iden1fied	
or	iden1fiable	natural	person	('data	subject')	[…]”	(GDPR	-	
Ar1cle	4(1))	
Sensi1ve	data	are	[…]	

View	95/46/EC	Dir.	 View	GDPR	



Well	Done	
You	should	have	the	basic	no1ons	to	understand	the	risks	
and	the	obliga1ons	related	to	data	usage.	
Now	you	can	choose	if	to	test	your	knowledge	on	legal	and	
ethical	aspects	or	to	compile	our	ethics	self-assessment	
ques1onnaire,	tes1ng	your	risk	level.	

Test	your	awareness	

Skip	and	access	the	RI	



Does or will your research involve personal data?	
Yes           No          I don’t know	

Does this data constitute sensitive data? 	
Yes           No          I don’t know	

Have you pseudonymised your data set? 	
Yes           No          I don’t know	

Have you sent out a notice to the subjects of your 
data set? 	

Yes           No          I don’t know        Not applicable	



Does or will your research involve personal data?	
Yes           No          I don’t know	

Does this data constitute sensitive data? 	
Yes           No          I don’t know	

Have you pseudonymised your data set? 	
Yes           No          I don’t know	

Have you sent out a notice to the subjects of your 
data set? 	

Yes           No          I don’t know        Not applicable	
Self	assessment	completed	
	

Even	if	your	research	involve	personal	data,	you	know	
the	right	process	to	deal	with	it.	Well	done!	

Access	the	RI	



Privacy	Risk	Assessment	



Methodology	for	PRA	

•  Service	and	data	format	defini1on	
•  External	informa1on	defini1on		
•  Simula1on	of	privacy	harmful	Inferences		
•  Vulnerability	(Risk)	quan1fica1on	
•  (Risk	mi1ga1on)	



Methods	

•  Privacy	Risk	Assessment	
– Human	call	habits	data	(CDR	aggrega3on)	
– Trajectory	data	(from	GPS	observa1ons)	
–  Individual	shop	habits	
– …	

•  Privacy	Risk	Mi1ga1on	



Defini3on	of	service	
Classifying	user	behaviour	(Sociometer)	



Simula3on	of	privacy	harmful	Inferences	
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Data	dimension:		
The	spa0al	area	in	which	the	analysis	is	
performed.		
	
Background	Knowledge	dimension:	
The	temporal	window	(in	weeks)	in	which	
the	a;acker	recorded	the	user	ac0vity.	
	
I-RACu:		
An	indicator	of	the	risk	of	re-
iden0fica0on	of	the	users	
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RRI	&	Data	Scien3st	
•  Data	Scien1st	is	a	professional	figure	with	a	mix	of	
competence	and	knowledge		
– On	methods	and	technologies	for	managing	large	
amount	of	data		

– On	analy1cal	techniques	and	modelling	of	data	and	
data	mining		

– On	story-telling	techniques	and	data	visualiza1on		
– On	ethical	and	legal	aspects	and	social	impact	of	data	
science	

– On	appropriate	technical	and	organiza1onal		measures	
for	data	protec1on	



Thank	you!!!!	
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